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practice

that are likely to be most popular11 

during the transition to BGPSEC, our 

recent work argues that BGPSEC can 

provide only meager improvements 

to security over what is already pos-

sible with the RPKI.27 This is because 

ASes may prioritize economic con-

siderations over security concerns. 

For example, given a choice between 

an expensive, BGPSEC-secured route 

through a provider and a cheap, inse-

cure BGP route through a customer, 

an AS might choose the cheap, inse-

cure path. Thus, even ASes that have 

deployed BGPSEC can suffer from 

protocol downgrade attacks, where 

an attacker convinces them to select 

a bogus path instead of a legitimate 

BGPSEC-secured path.

Conclusion

Today we live in an imperfect world 

where routing-security incidents can 

still slip past deployed security de-

fenses, and no single routing-security 

solution is a panacea against routing 

attacks. Research suggests, however, 

the combination of RPKI with prefix 

filtering could significantly improve 

routing security; both solutions are 

based on whitelisting techniques and 

can reduce the number of ASes that 

are impacted by prefix hijacks, route 

leaks, and path-shortening attacks. 

There are still several deployment 

challenges to overcome, since prefix 

filtering is limited by lopsided deploy-

ment incentives, while RPKI introduc-

es a new dependence on centralized 

authorities.

This article has concentrated on pro-

tocol-based attacks on BGP. Recent re-

search38,39 and media revelations15,18,40 

indicate routers themselves could be 

compromised in a manner that cir-

cumvents protocol-based defenses such 

as prefix filtering, RPKI, and BGPSEC. 

Thus, while we continue to make prog-

ress toward protocol-based defenses 

for routing security, the next frontier 

of routing security could very well be 

hardening the software and hardware 

used in Internet routers.
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